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Identifying Performance Inefficiencies of Parallel
Program With Spatial and Temporal Trace Analysis

Zhibo Xuan ", Xin Sun"”, Xin You”, Hailong Yang

Yi Liu

Abstract—Performance inefficiencies can lead to performance
anomalies in parallel programs. Existing performance analysis
tools either have a limited detection scope or require significant
domain knowledge to use, which constrains their practical adoption
to identify performance inefficiencies. In this paper, we propose
STAD, a performance analysis tool for parallel programs that con-
siders both spatial and temporal patterns within trace data. STAD
captures the spatial communication patterns between processes
using a spatial communication pattern graph. It then adopts a
dynamic graph neural network-based unsupervised model to learn
the evolving temporal patterns along the timeline. Additionally,
STAD diagnoses the root causes of performance anomalies by ex-
ploiting the aggregated feature of anomalies along the call tree. Our
evaluation results demonstrate that STAD can effectively detect
performance anomalies with acceptable overhead and diagnose the
root causes attributed to both the program itself and the running
environment.

Index Terms—Anomalies, parallel programs, performance
analysis, root cause.

1. INTRODUCTION

ARDWARE and software inefficiencies are prevalent pit-

falls that can lead to severely unexpected performance
degradations in domains such as scientific computing [1], [2],
[31, [4], [5], [6], and intelligent computing [7], [8], [9]. Such
performance inefficiencies often necessitate comprehensive per-
formance analysis [10], [11], [12], [13], [14], [15], [16], [17]
to pinpoint the root causes for optimizing target application
effectively. Unfortunately, the culprits behind these performance
inefficiencies are often hidden deeply within complex software
stacks and varied program behavior patterns. Specifically, ac-
cording to our investigations of previous literatures [5], [6], [7],
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(101, [11], [12], [13], [14], [15], [16], [17], [18], [19], [20],
[21], the performance inefficiencies can be roughly classified
into two categories: endogenous inefficiencies and exogenous
inefficiencies. Endogenous inefficiencies are caused by the pro-
gram itself, such as poor scalability [12] and load imbalance [8],
[22], whereas exogenous inefficiencies are caused by the running
environment, such as hardware variance [2], [3], [4], [7], [23],
[24] and system noise [5], [20], [25], [26]. Therefore, various
performance analysis tools [2], [3], [4], [7], [8], [10], [11], [12],
[13], [14], [15], [16], [17], [22], [23] have been proposed to
detect the above inefficiencies.

Although the existing performance analysis tools can detect
and diagnose specific performance inefficiencies, they still suffer
from several limitations: 1) narrowed detection scope of per-
Jormance inefficiencies - Existing performance analysis tools
are developed for detecting specific performance inefficiencies.
Since users often have no foresight of the type of performance
inefficiencies to be encountered, they are forced to try multiple
tools to diagnose a particular performance inefficiency, which is
time-consuming and inefficient; 2) expert knowledge required
Jor pinpoint performance inefficiencies - Existing performance
analysis tools commonly embed in-depth domain knowledge to
pinpoint specific performance inefficiencies, making it difficult
to use for non-experts; 3) heavily relying on extensive labeled
datasets to identify performance inefficiencies - Especially ma-
chine learning-based performance analysis tools require labeled
and extensive datasets for training models capable of identi-
fying specific performance inefficiencies, which necessitates
non-trivial engineering efforts for training dataset preparation.
In addition, due to the richness and diversity of performance
inefficiencies, the detection accuracy is far from satisfactory for
model-based performance analysis tools.

Fortunately, we have observed the following phenomenon for
performance inefficiency that can be utilized to address the above
limitations. Specifically, inefficient program execution within
a certain period should result in evolving abnormal perfor-
mance characteristics across different processes for parallel
programs. For example, the hardware performance variance,
which is a well-known exogenous inefficiency, can lead to
evolving abnormal process communication and computation
patterns that are different from processes running on normal
nodes (details refer to Section IV-B). On the other hand, the load
imbalance, which is a well-known endogenous inefficiency, can
lead to evolving abnormal program behaviors across processes
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with similar calling contexts, such as unexpected heavy com-
munication and computation for few processes over a certain
period (details refer to Section I'V-C).

Based on the above observation, we advocate that perfor-
mance inefficiency detection can be transformed into perfor-
mance anomaly detection with root cause diagnosis. With such
transformation, we can innovate the approach for detecting
performance inefficiencies inspired by existing anomaly detec-
tion [1], [6], [27] techniques. For example, Variational Auto-
Encoders (VAEs) have been proven effective for performance
anomaly detection due to their capability of capturing the un-
derlying distribution of the data with unsupervised learning.
Specifically, VAE evaluates the reconstruction probability of a
specific sample to identify performance anomalies. However,
for reasonable distribution modeling, VAE requires a well-
formed representation of target program behaviors, including
communication and computation patterns. Fortunately, existing
works [10], [12], [28] have adopted the graph-based represen-
tation to depict program behaviors with rich program semantics
and patterns.

To better capture the performance inefficiencies for parallel
programs, we propose a Spatial Communication Pattern Graph
(SCPG) to capture the spatial patterns between processes in
parallel programs, including communication pairs and execu-
tion segments with performance events. To further represent
the evolving behaviors of the target program represented in
SCPG, we adopt the dynamic graph neural network (DGNN) [1],
[27], [29], [30] to capture the dependencies in both spatial and
temporal dimensions. Specifically, we use DGNN to analyze
the temporal dependencies of execution traces represented in
SCPG, which can capture both spatial and temporal patterns
of parallel programs. We refer to our approach as a Spatial-
Temporal Dynamic Graph Neural Network (ST-DGNN). With
ST-DGNN capturing the spatial and temporal patterns along
the timeline, we further combine VAE to analyze the execution
traces to identify performance anomalies caused by various per-
formance inefficiencies in a unified way. Moreover, we propose
an aggregation-based root cause diagnosis to pinpoint the most
significant time regions or code regions where performance
inefficiencies occur. With the guidance of root cause diagnosis,
the developers can effectively optimize the problematic codes
accordingly.

To materialize the above methods, we implement STAD,! a
performance inefficiency detection tool for parallel programs.
STAD captures the spatial and temporal patterns of parallel
programs by analyzing the trace data to identify performance
inefficiencies. Specifically, STAD intercepts the MPI function
calls to collect the trace data and construct SCPG to capture
the spatial patterns between processes. Then, STAD adopts the
ST-DGNN model to capture the evolving program behaviors
along the timeline to identify performance inefficiencies. Addi-
tionally, STAD also diagnoses the root causes of performance in-
efficiencies by aggregating the call path of anomalous functions.
With the guidance provided by STAD, the developers can better
optimize the target program accordingly. The advantage of STAD

ISTAD stands for the Spatial-Temporal Anomoly analysis and Diagnosis.
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compared to existing performance analysis tools comes from
three folds: 1) a broader detection scope of performance inef-
ficiencies that relieves the burden of the developers to switching
among different tools, 2) independent from expert knowledge
Jor detection that eases its adoption for non-expert developers,
and 3) none reliance on labeled datasets for detection model
training that eliminates the overhead of dataset engineering and
also improves detection accuracy.
Specifically, this paper makes the following contributions:
® We propose a novel spatial communication pattern graph
(SCPQG) to reorganize the MPI trace of parallel programs
and capture the spatial patterns between processes in paral-
lel programs. We further construct enclosing subgraphs of
SCPG along the timeline to capture the evolving temporal
patterns in the trace.
® We propose a spatial-temporal dynamic graph neural net-
work (ST-DGNN) to represent the evolving spatial and
temporal patterns of SCPG and detect the performance
inefficiencies of parallel programs in a unified way. With
ST-DGNN, we can detect performance anomalies caused
by various performance inefficiencies.
® We propose an aggregation-based root cause diagnosis for
detected performance inefficiencies to pinpoint the most
significant time regions or code regions where the perfor-
mance inefficiencies occur. We also provide both heatmap
and tree views of diagnosis results to assist developers in
understanding the root causes of performance inefficien-
cies.
® Weimplement STAD, a performance inefficiency detection
tool for parallel programs, and evaluate STAD on several
representative real-world parallel programs. Compared to
the state-of-the-art performance analysis tools, we demon-
strate that STAD can better identify several performance
inefficiencies simultaneously with accurate root cause di-
agnosis and intuitive visualization reports.

II. OVERVIEW

STAD identifies the performance anomalies with root cause di-
agnosis by jointly considering the evolving spatial and temporal
patterns. STAD offers a complete workflow for comprehensive
performance analysis, which can directly work on production-
level binary programs without recompilation. Overall, STAD
trains a model using the trace of the target program’s single
execution and performs automated performance analysis. The
design overview and workflow of STAD are shown in Fig. 1,
which consists of four detection phases as follows:

Phase 1: MPI Trace Collection - STAD provides a runtime
library to intercept the MPI function calls and collects the trace of
parallel programs. For communication pattern and performance
anomaly detection, the STAD library can obtain required com-
munication parameters and performance counters from perfor-
mance monitoring unit (PMU) with execution traces for further
SCPG sequence construction and performance analysis.

Phase 2: SCPG Sequence Construction - STAD determines
the duration and interval for partitioning the target traces into
time slices in order to capture the spatial and temporal patterns.
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Fig. 1. The design overview and workflow of STAD.

Specifically, for traces within each time slice, STAD constructs
the spatial communication pattern graph (SCPG) to capture
the running node performance and spatial relationships via
performance counters and function parameters, respectively.
We further construct enclosing subgraphs of SCPG to improve
detection accuracy. By using sliding windows along the time-
line, STAD further constructs SCPG sequence to represent the
temporal patterns of the target traces.

Phase 3: ST-DGNN Model Training and Detection - STAD
first performs embedding on each SCPG to obtain a series of
continuous graph vectors corresponding to the SCPG, which
include both node vector and adjacency matrices. Then STAD
applies offline unsupervised training of the proposed spatial-
temporal dynamic graph neural network (ST-DGNN) model to
capture the evolving spatial and temporal patterns within SCPG
sequence, enabling detection of performance anomalies of par-
allel programs caused by different performance inefficiencies
in a unified way. After training, STAD employs the ST-DGNN
model to obtain the anomaly scores of the nodes in each SCPG.

Phase 4: Aggregation-based Root Cause Diagnosis - STAD
selects a proper threshold to identify the performance anomalies
for further root cause diagnosis. Then, STAD provides an intu-
itive report using a heatmap based on the identified anomalous
nodes to assess whether the execution exhibits endogenous and
exogenous inefficiencies. Especially for endogenous inefficien-
cies, STAD extracts aggregated anomaly call tree view to further
diagnose the root causes with source code attributions.

III. SPATIAL AND TEMPORAL TRACE ANALYSIS
A. MPI Trace Collection

STAD provides a runtime library to intercept the MPI function
calls and collect performance data of the parallel programs.
To obtain sufficient spatial and temporal patterns of the MPI
communication, STAD Library records the function parameters
and performance counters crucial to the spatial pattern and
performance of each collected function event.

Parameter Selection - STAD Library has integrated the collec-
tion of communication parameters for the commonly used MPI
functions, such as MPI__Send, MPI_Recv, etc. STAD collects

TABLE I
THE PERFORMNACE COUNTERS SELECTED IN STAD

PMU Description
BR_NTK Conditional branch instructions not taken
LD_INS Load instructions
L2_ICR Level 2 instruction cache reads
BR_PRC | Conditional branch instructions correctly predicted
BR_MSP | Conditional branch instructions mispredicted
RES_STL | Cycles stalled on any resource
SR_INS Store instructions
TOT_INS | Instructions completed

communication parameters of MPI communications to recon-
struct the spatial communication patterns of parallel programs,
such as the source/destination rank, the communication volume,
and the communicator of specific communications.

Performance Counter Selection - Existing works have
demonstrated the effectiveness of using performance
counters to model the power consumption [31], [32],
energy consumption [33], and performance [34], [35],
[36] of parallel programs. STAD provides the capability
to collect performance counters using the PAPI interface,
allowing domain experts to flexibly select the data they
wish to collect. Drawing inspiration from existing works, we
selected eight parameters—PAPI_BR_NTK, PAPT_LD_INS,
PAPI_L2_ICR, PAPI_BR_PRC, PAPI_BR_MSP,
PAPI_RES_STL, PAPI_SR_INS, PAPT TOT_ INS, and
PAPI_L2_DCR—for users to choose from, depending on the
availability of these counters on the platform. The descriptions
of these performance counters are detailed in Table I.

For users without domain-specific expertise, we recom-
mend using the four performance counters PAPI_LD_INS,
PAPI_L2_TICR, PAPI_BR_PRC, and PAPT_TOT_INS,
which is the default configurations of STAD. They encom-
pass instruction data related to computation, memory access,
branch instructions, and load and store operations, providing
a comprehensive representation of performance characteristics
during program execution. These counters serve as critical in-
puts for model learning. This configuration is employed in all
experiments conducted in this paper and has been proven to yield
favorable results (detailed in Section IV).
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Fig. 2.
communication between two MPI events.

Implementation - STAD Library intercepts all MPI functions
through the MPI standard profiling interface (PMPI) and collects
the performance counters through PAPI [37]. Specifically, it in-
serts data collection functions before and after each MPI function
call to collect the communication parameters and performance
counters. The collected data is then stored in trace files for further
analysis.

B. SCPG Sequence Construction

STAD first analyzes the collected trace and partitions the trace
into a series of trace slices along the timeline, then constructs
the Spatial Communication Pattern Graph (SCPG) and SCPG
sequence to represent the evolving spatial and temporal pattern
of the trace within a slice. The detailed process to construct
SCPG and SCPG sequence is described as follows.

SCPG - To characterize and aggregate the spatial commu-
nication patterns of the MPI communication, we propose a
spatial communication pattern graph (SCPG) to reorganize the
collected performance data of a trace slice. SCPG (X, E})
is a directed graph that represents the spatial communication
patterns of the MPI communications. The nodes X in the SCPG
represent the node vectors of SCPG in time slice ¢, with each
node consisting of an MPI function event sequence within the
trace slice. For each MPI function event x;;, the communication
parameters and performance counters from PMU are stored in
the node to represent the spatial patterns. The adjacency matrix
F; in the SCPG represent the communication patterns between
the processes, and the weights of adjacency matrix are utilized
to represent the communication direction and frequency.

Fig. 2 provides an example of the construction process of
SCPG. Specifically, there are four processes in two trace slices
t1 and ¢, along the timeline, and STAD constructs an SCPG for
each trace slice. For example, the nodes X;, of SCPG in slice
t1 constitute a set of nodes [n1, na, n3, n4], where each node n;
represents a sequence of MPI functions [x;1, Ti2, i3, - - - , Lim, ]
with m,; MPI function events in the trace slice of process i.
As shown in Fig. 2, the function sequence of n; in the SCPG
(Xt,, Ey,) is 211, 212, 213], whereas in the SCPG (X,, E}, ),
the function sequence of ny is [211, 12]. For each MPI function

An illustrative example of SCPG construction. Each black circle represents a MPI event record, and each blue edge with a arrow represents the

Subgraph
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Fig. 3.  The construction of SCPG enclosing subgraph.

event, the node leverages selected communication parameters
(a.k.a., Para in Fig. 2) obtained by PMPI and performance
counters (a.k.a., PMU in Fig. 2) obtained by PAPI to repre-
sent the spatial communication pattern, which is then used in
performance anomaly detection.

For the edges within an SCPG, we adopt an adjacency matrix
FE); to depict both the direction of communication. The adjacency
matrix is structured as an N x N matrix, where N denotes the
total number of nodes within the SCPG. Each element ¢;; of
the matrix indicates the communication from node ¢ to node
j. For example, in the SCPG (X, F},), the elements ey
and ey4; are both 0, indicating the absence of communication
between Process 1 and Process 4. In contrast, within the SCPG
represented by (Xi,, Et,), the element e14 is 1 and ey is O,
denoting a unidirectional communication flow from Process 1
to Process 4.

Enclosing Subgraph Construction - To improve the accu-
racy of SCPG for representing the communication pattern and
performance characteristics within a trace slice, STAD further
extracts the enclosing subgraph for SCPG. Specifically, the
enclosing subgraph is a subgraph of SCPG that contains all
the nodes and almost all the edges of SCPG, excluding the
communications that do not belong to the trace slice completely.
For example, as shown in the left part of Fig. 3, there are
three functions in Process 2, Process 3, and Process 4 out
of slice t; communicate with the functions in the ¢; (dashed
circles). Generally, these three functions will not be included in
SCPG due to time slicing, whereas the communication edges are
included, which may lead to incorrect analysis results.
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Therefore, STAD discards the non-enclosing edges (dashed
arrows) and the functions related to them (dashed circles) to
construct the enclosing subgraph of SCPG. In the following
sections, we refer to SCPG as the enclosing subgraph of SCPG
for simplicity.

SCPG Sequence - After enclosing subgraph construction, the
enclosed subgraphs are further organized into SCPG sequences
to capture the temporal relationships of the trace slices. Specif-
ically, STAD constructs SCPG enclosing subgraph sequences
by sliding windows of constructed SCPG enclosing subgraphs
along the timeline with a fixed sequence length and stride.

Duration-interval Analysis - For SCPG sequence construc-
tion, the duration of each time slice and interval between slices
determine the number of MPI functions within a trace slice and
the total number of trace slices. Specifically, Fig. 4 illustrates the
usage of duration (T) and interval (T,.) configuration in SCPG
sequence construction. When the 7} is greater than the 7., the
adjacent SCPGs can overlap to some extent in order to ensure
all SCPGs collectively cover the entire program by introducing
some redundant nodes among overlapped slices. Therefore,
higher T leads to better semantic richness with less constructed
SCPGs, whereas lower T, leads to more SCPGs and less dis-
carded non-enclosing edges with more redundancies. Since the
detection accuracy will be affected by the richness of semantic
features within a single SCPG as well as the number of SCPG se-
quences for stable unsupervised learning, the trade-off between
the duration and interval should be carefully considered. Based
on our empirical study, we choose both T;; = T,, = 100 ms as
default in STAD, which achieves satisfactory detection accuracy
in our experiments.

C. ST-DGNN

To identify the performance anomalies within a single ex-
ecution trace in a unified way, STAD employs the dynamic
graph neural network and the VAE stochastic model to learn the
distribution of the latent variables instead of the latent variables
themselves, which is referred as Spatial-Temporal Dynamic
Graph Neural Network (ST-DGNN). Fig. 5 illustrates the over-
all workflow of ST-DGNN. Specifically, for each constructed
SCPG enclosing subgraph, STAD first embeds X into fixed
length feature vectors and constructs SCPG sequence with the
embedded feature vectors as the input of ST-DGNN. During
the model training stage, the ST-DGNN model is trained with
the preprocessed dataset from the trace data. After the model
is trained, a scoring function is used to compute the anomaly
scores for each node in the SCPG to detect the performance

1391

SCPG ST-DGNN Model
Embedding
— r==== :'
X Emm. | Training .g‘
Dataset | =
o

Suippaqu

Ju|

: Detecting | © L 2
mem B Dataset "o 57'-0:NN )
1 (=]

XearEz)
. H— ' 2
— ¥ Runtime” l Scores Map |
Fig. 5. The overall workflow of ST-DGNN.
t s hed e
N [ N
Ct-1 >(X) >3 > C,
®
|Sigmoid| |Sigmoid| [tanh| [Sigmoid]
4 A
Gra h Gra h| [ Graph Gra h
Laygro Laygrl Laygrz epr3
\ -1 > [he_1, Xc] Ee T e
F ) )
<Xt—ll Etfl) (Xt, Et) <Xt+1! Et+l)
Fig. 6. The design structure of ST-LSTM.

anomalies, where a higher score indicates more likely the node
is an anomaly.

Dynamic Graph Preprocessing - Due to the varying MPI
events contained within each node, which include string-based
attributes such as MPI event names, we preprocess the SCPGs
into dynamic graphs with node embeddings to enable efficient
model training and inference. Specifically, for each SCPG, we
first encode the string-based node attributes into a numerical
feature vector by applying the Word2Vec model [38] on the
entire node attributions for nodes in all SCPGs. To better rep-
resent the evolving communication patterns, we use a dynamic
edge adjacency matrix for each SCPG to construct a dynamic
graph topology, as shown in Fig. 2. In the following sections, the
input node refers to the preprocessed node feature embeddings
from the Word2Vec model. Each element of the adjacency
matrix, referred to as the weight, represents the communication
frequency between nodes.

ST-LSTM - GraphLSTM [27] is previously designed to detect
performance anomalies using profiling data for cloud systems
with a static graph topology. Inspired by it, we propose ST-
LSTM as a basic building block of ST-DGNN to support dy-
namic graph topology. ST-LSTM replaces the fully connected
layers in LSTM with graph neural networks, such as GCN
(Graph Convolutional Networks) [39] and GAT (Graph At-
tention Networks) [40], as shown in Fig. 6. The input of the
ST-LSTM cell is the node vector X;, the hidden state h;_1,
and a topology denoted by an input edge set array F;. When a
new input (X;, E) from a SCPG sequence X arrives at time ¢,
ST-LSTM updates the cell state ¢, and calculates the new hidden
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state iy based on h;_; and ¢;_;. The computations conducted by
ST-LSTM can be formulated as Equation 1, where f, i, g¢, ¢4,
o, and h; is the forget gate, input gate, input modulation gate,
cell state, output gate, and hidden state of the ST-LSTM cell,
respectively. The G denotes the graph neural network operator,
which can be GCN or GAT, and the * denotes the Hadamard
product.

ft = sigmoid(W s x G([hi—1, X¢], Et) + by)

W, G([hi-1, X1, Er) + by)

% G([hu-1, Xi], 1) + by)

e = frxciq +ix gy

or = sigmoid(W, * G([hi—1, X¢], Ey) + by)

hy = oy x tanh(cy) (D

iy = sigmoid(

g = tanh(W,

ST-DGNN Architecture - The training and inference of ST-
DGNN are depicted in Fig. 7(a) and (b), respectively. Specifi-
cally, ST-DGNN is a stochastic sequence to sequence autoen-
coder [41], designed to capture evolving spatial and temporal
patterns by processing the entire input sequence and recon-
structing it in the decoder. Instead of directly learning the
latent variables, the model learns the distribution of these latent
variables. We use W to denote the length of the input SCPG
sequence, X, .; to denote the input nodes of the SCPG sequence
from time ¢y to ¢, X; to denote the input nodes of SCPG at
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time ¢, and z to denote their corresponding latent variables. The
encoder of ST'DGNN computes the distribution ¢(z¢| X, ;) and
estimates the mean p( X%, .+) and standard deviation o (Xy,.+) of
q(z| Xt:t) = N ((Xigt), 0(Xe,¢)) after processing the en-
tire SCPG sequence. During training, we adopt a scheduled
sampling method [1], [42], where the decoder’s input at each
time step is drawn from the original input and reconstructed
sequence with probability A and 1 — A, respectively (starting
at 1). The states of the decoder are initialized by the final
states of the encoder and the input at each time step is always
derived from the preceding reconstruction. Specifically, for an
SCPG (X;_1, E;_1), the input is the mean of the distribution
p(Xitlze) = N(p(ze), 0(21)).

Offline Model Training - ST-DGNN is trained to obtain the
neural network parameter ¢ and 6 by maximizing the variational
lower bound L(0, ¢; X¢,.+) on the marginal likelihood. Given
that a SCPG node sequence X,,.; within a time window, the
objective function is formulated as (2):

£(9>¢7Xt0:t) = — DKL((I¢(Zt|Xt0:t)||p9(2t))
+ Eyy (21X, 109 (P (Xt:t|2¢))]
= — Drr(qg(2t| Xt0:¢)[IN(0,1))

L t
1 l
+ 720 Y logpe(X;12, Xjvir)) @

1=1 j=to

The objective function [43] is the sum of the negative of KL
divergence D 1, between the posterior distribution ¢y (2| Xy, )
and the prior distribution pg(2; ), and the reconstruction probabil-
ity E,, of the input data X .¢. L denotes the expected sampling
number, which is set to 1 as reported in [43]. The SCPG sequence
serves as the input to the model, and the stopping criterion
for training is either model convergence or when the loss no
longer decreases after 60 epochs. It is important to note that the
performance of the model is not influenced by the final value of
the loss function.

Computing Anomaly Score - Generally, we can calculate
the reconstruction error —Ey, (;|x, .,) (log(pe(X¢|2))) at trace
slice ¢ and use it as the anomaly score S; to detect the per-
formance anomalies. Considering the latency and correlation
of performance anomalies within a program, as well as the
requirement to individually identify every node i within each
SCPG, the final anomaly score is expressed as (3).

D-1 L

b Xigrird)  (3)
d=0 =1

where Xti denotes the ¢ — th node in X;, and D denotes the
length of the time window to calculate the anomaly score.

D. Aggregation-Based Root Cause Diagnosis

The anomaly scores .S; are computed in a manner that is pos-
itively correlated with reconstruction loss. Therefore, a higher
anomaly score indicates a higher likelihood that the node is a
performance anomaly. Once the anomaly scores are computed,
STAD employs an aggregation-based root cause diagnosis to
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Fig. 8. The heatmap visualization of a normal program execution without
notable inefficiency.

further analyze anomaly score distributions and the aggregation
feature of code anomalies. STAD provides both heatmap and tree
view to aid developers in distinguishing between endogenous
and exogenous inefficiencies for a particular execution with root
cause diagnosis.

Anomaly Threshold Selection - To distinguish the normal
nodes from the abnormal nodes, STAD employs an anomaly
threshold 7 to classify the nodes as normal and abnormal. Since
the distribution of anomaly scores usually follows a normal
distribution with long tails, we leverage the mean and standard
deviation of the anomaly scores to calculate the threshold 7 as
7(a) = p+ a * o, where p and o are the mean and standard
deviation of the anomaly scores, respectively, and « is a hyper-
parameter to control the threshold. According to the property of
normal distribution, we choose o = 1, 2, 3 to calculate three suc-
cessive anomaly thresholds to assess the confidence and severity
of anomalies. In general, we treat the nodes with anomaly scores
larger than 7(1) as potential performance anomalies.

Exogenous Inefficiency Diagnosis - The exogenous ineffi-
ciency diagnosis is to identify the performance anomalies caused
by the running environments, such as network congestion, hard-
ware variance, and system noise. STAD employs a visualization
approach to display the distribution of anomaly scores, providing
an anomaly heatmap view to identify the endogenous ineffi-
ciency intuitively. Since STAD re-evaluates the entire SCPG
sequence and computes anomaly scores after model training,
the anomaly scores for all nodes are naturally normalized by
ST-DGNN. Thus, we can directly utilize the anomaly scores of
each node across all SCPGs to generate a heatmap, which vi-
sually facilitates the identification of endogenous inefficiencies.
In the heatmap, the horizontal axis represents the SCPGs (along
the timeline) and the vertical axis represents the node index (e.g.,
MPI ranks).

As shown in Fig. 8, this is a heatmap of anomaly scores
generated using a trace from a normal program execution with-
out notable inefficiency. The dominant color of the heatmap is
similar to the lower portion of the anomaly score color bar at
the bottom (e.g., white or light blue), indicating that most nodes
are normal with relatively low anomaly scores. When signifi-
cant performance anomalies occur, particularly those caused by
exogenous inefficiencies, dark-colored blocks (e.g., orange or
red) aggregate at the node level. These blocks indicate that the
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Fig. 9. An example to construct an aggregated anomaly call tree.

TABLE II
THE HARDWARE AND SOFTWARE SPECIFICATIONS

Server Tracing Analyzing
Processor Intel Golden 6240 | Intel Xeon Gold 6330
@2.60GHz @2.00GHz
Nodes 32 1
Cores 36 56
Memory 384 GB 256 GB
GPU - Tesla V100
Software Openmpi 4, gce 9.4.0 -O3
CUDA - 11.8
PyTorch - 2.1.0

performance inefficiencies can be attributed to the anomalies in
hardware associated with corresponding nodes during program
execution.

Endogenous Inefficiency Diagnosis - Endogenous ineffi-
ciency diagnosis aims to identify performance anomalies origi-
nating from the code itself. STAD offers an intuitive and aggre-
gated anomaly call tree view that facilitates the identification of
endogenous inefficiencies and their root causes. Fig. 9 provides
an example to construct an aggregated anomaly call tree. Specif-
ically, the root of the aggregated anomaly call tree is the main
function of the target program, while the deepest leaf nodes
of the tree correspond to the MPI functions. To construct the
aggregation tree, STAD first filters nodes with anomaly scores
exceeding the threshold 7(1). For each anomaly node, STAD
extracts functions along with their corresponding backtrace and
source code attributions. The anomaly call tree is then built based
on these functions, with each node’s anomaly score reflecting
the severity of the anomalies. Finally, STAD aggregates the
individual anomaly call trees to form a comprehensive anomaly-
aggregated call tree. The scores in the aggregated tree are the
sums of the corresponding node score from each individual
anomaly call tree.

IV. EVALUATION
A. Experimental Setup

The hardware and software specifications are summarized in
Table I1. We deploy STAD? on a server equipped with dual Intel
Xeon Gold 6330 CPUs and a Tesla V100 GPU (referred to
as deployment server). For the anomaly detection dataset, we
collect data from both the deployment server and a home-built
cluster with 32 nodes. Each node in the cluster is configured
with dual Intel Gold 6240 CPUs, and 384 GB of memory, and
the nodes are interconnected via an IB EDR switch. We compile

Zhttps://github.com/Synlvejo/STAD
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Fig. 10.  The detection of exogenous and endogenous inefficiencies.

all programs with GCC 9.4.0 and OpenMPI 4.0.4. We develop
ST-DGNN with PyTorch 2.1.0 compiled with CUDA 11.8. We
evaluate the effectiveness of STAD using a set of representative
parallel programs including /) NPB benchmarks [44], which are
widely utilized in the HPC community; 2) LAMMPS [45], aclas-
sical molecular dynamics simulation software extensively used
across various fields; and 3) LULESH, a real-world application
designed to simulate the behavior of hydrodynamic systems un-
der extreme conditions. For evaluation, we use a heavy workload
program to simulate system noise for exogenous inefficiency
injection. For hyperparameters in STAD, we set the duration T}
to 100 micro-seconds and sliding window size to 30 to construct
the SCPG sequence. This configuration is also designed to be
directly used by non-experts in the field, and experimental results
have demonstrated its effectiveness. For ST-DGNN, we set the
learning rate to 0.001 and stop the model training when the loss
function stagnates among 60 epochs. For all experiments, we
select PAPI_LD_INS, PAPI_L2_ICR, PAPI_BR_PRC, and
PAPT_TOT_INS as the performance counters to characterize
the program performance.

B. Exogenous Inefficiency Diagnosis

To evaluate the effectiveness of STAD in diagnosing exoge-
nous inefficiencies, we conduct experiments using the NPB
benchmark (D CLASS input) and LAMMPS with 1,024 pro-
cesses. We inject an exogenous inefficiency lasting 20 sec-
onds into the program execution by running a heavy workload
program, starting 15 seconds after execution commenced.
Performance inefficiencies are then detected with the proposed

STAD analysis workflow. As shown in Fig. 10(a)~(c), we
demonstrate the resulting heatmap views of the detected perfor-
mance anomalies for each evaluated program. Points exhibiting
distinct aggregation features detected by STAD are highlighted
with red boxes. Specifically, as shown in Fig. 10(a), the red
anomaly points align with the higher-scoring orange regions,
covering the anomaly injection period (time slices 110 to 360).
In Fig. 10(b), the anomalous regions are observed in the middle
range (120 to 370). Fig. 10(c) shows that red, orange, and
blue anomaly points are concentrated between the 220-th and
470-th time slices, approximately 25 seconds. These results
align with our injection methodology and demonstrate that STAD
effectively identifies exogenous inefficiencies occurring during
software execution across multiple scales.

Users can leverage the anomaly heatmap view to determine
whether the program execution is affected by exogenous inef-
ficiencies and identify straggler nodes. By contacting system
administrators or excluding these straggler nodes, users can en-
hance application performance. Additionally, the heatmap view
can assist in detecting irregular anomalous behaviors, indicating
that further endogenous inefficiency diagnosis is necessary.

C. Endogenous Inefficiency Diagnosis

For the effectiveness of STAD in endogenous inefficiencies
diagnosis, we use LULESH with injected code inefficiencies
and evaluate it with STAD with 8 processes on the development
server. Specifically, Comm_Send is a critical communication
function to broadcast data among processes. For validation, we
modify LULESH by adding intensive computations for the first
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Fig. 11. LAMMPS running 128 processes with STAD and Vapro.

four MPI processes in the Comm_Send function at lulesh-
comm.cc:403, injecting as inefficient communication rou-
tines. The detected endogenous inefficiencies are illustrated in
Fig. 10(d). Firstly, we leverage an anomaly heatmap view to
reveal numerous irregular patterns in the first four processes.
Consequently, we apply the endogenous inefficiencies diagnosis
to the red anomalous points. Upon constructing the aggregated
anomaly call tree, we identify lulesh-comm.cc:921 as
the root cause of these anomalies. Specifically, this root cause
corresponds to the MPI_wait function invoked by the CommSBN
function. Further investigation into the MPI_Wait function al-
lows us to isolate the code associated with the most anomalous
nodes in lulesh.cc. We observe that the most anomalous
code locations consistently involve the CommSend function,
along with its related functions CommRecv and CommSBN.
Thus, these results validate the effectiveness of STAD in diag-
nosing endogenous inefficiencies.

D. Case Study: LAMMPS

To further assess the effectiveness of STAD in identifying
both exogenous and endogenous inefficiencies, we conduct a
practical end-to-end case study on LAMMPS with 128 processes
and compared the results with the state-of-the-art performance
analysis tool Vapro [20]. We collect traces from LAMMPS under
two conditions: one with only endogenous inefficiencies and one
with both endogenous and exogenous inefficiencies. We then
evaluated and compared the effectiveness of STAD and Vapro
in identifying these inefficiencies. The exogenous inefficiencies
are injected with the heavy-workload program described in

Section IV-B. The endogenous inefficiencies refer to the load
imbalance that has been reported in the previous work [12].

Analysis Workflow - We begin by tracing the execution of the
LAMMPS program using the STAD library (Section III-A) and
preprocessing the trace data to generate the SCPG sequence
(Section III-B). The SCPG sequence is then vectorized via
Word2Vec to serve as input for the ST-DGNN model. Next,
we train the ST-DGNN model using these vectorized SCPG
sequences. For inference, we utilize the SCPG sequence vectors
to generate an anomaly heatmap (Section III-C), which helps
identify exogenous inefficiencies. If irregular anomalies are
detected in the heatmap, we further construct an aggregated
anomaly call tree based on the heatmap to pinpoint endogenous
inefficiencies (Section III-D). Finally, we apply the correspond-
ing optimization strategies to LAMMPS. The details of trace
collection, preprocessing, and model training are provided in
Section IV-A.

Exogenous inefficiency detection - As shown in Fig. 11, we
first present the anomaly heatmap view generated by STAD
and Vapro. For the trace data with only endogenous ineffi-
ciencies, we observe that STAD can successfully detect the
performance anomalous points (red color), as indicated in the
Fig. 11(a), whereas the Vapro can not, as there is no white
block in Fig. 11(b). Vapro detects exogenous inefficiencies by
identifying the fixed-workload fragments with the same calling
contexts (a.k.a., execution states) via function parameters (e.g.,
MPI communications) or PMU counters (e.g., PAPI_TOT_INS
for computations), which can be further normalized to detect
performance variances. As its detection approach is based on
the insight that the fragments with the similar workload should
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Fig. 12. The aggregated anomoly call tree of LAMMPS.

share the similar performance and thus the detected performance
variance must be come from the hardware or system perfor-
mance variances, which is not the case for endogenous ineffi-
ciencies. For the trace data with both endogenous and exogenous
inefficiencies, STAD and Vapro can both detect the exogenous
inefficiencies, as shown in Fig. 11(c) and (d). However, STAD
can also detect the endogenous inefficiencies, as indicated by
the red points out of the red block in Fig. 11(c), while the
Vapro fails due to the lack of white block out of the anomalous
time slices, as shown in Fig. 11(d). Consequently, the anomaly
heatmap view generated by STAD reveals both types of ineffi-
ciencies with the anomalous regions clearly highlighted in red.
In contrast, the anomaly heatmap view generated by Vaprois less
detailed with the anomalous regions appearing as a single white
block.

Endogenous inefficiency detection - Since the anomaly
heatmap view indicates that there are performance ineffi-
ciencies not belong to the exogenous inefficiencies, we fur-
ther analyze the endogenous inefficiencies using the output
of the anomaly heatmap view. We filter the red anomalous
points and construct the aggregated anomaly call tree to di-
agnose the root causes of these inefficiencies. As shown in
Fig. 12, we generate the aggregated anomaly call tree based
on the anomalous points and aggregate the same node whose
call path is the same. From anomaly scores of the tree,
we find that the root cause of the endogenous inefficien-
cies is the MPI Irecv, MPI Send, and MPI Wait functions
in comm_brick.cpp:614, comm_brick.cpp:617, and
comm_brick.cpp: 619, respectively. Upon further analysis
of the locations of these codes, we observe that all functions are
situated within the same loop atline comm_brick.cpp:610,
as shown in Fig. 12. This placement can result in an imbalance
between the send and receive times across different processes
during asynchronous communication, consequently leading to
load imbalance issues.

Actionable Optimization - For the exogenous inefficiencies
detected by STAD, we optimize program execution by excluding
straggler nodes from computation (e.g., nodes 96 to 127). This

exclusion reduces execution time from 79 s to 55 s, achieving a
speedup of 1.44 x . For the endogenous inefficiencies identified
by STAD, users can enhance execution efficiency by incorpo-
rating the balance function into the LAMMPS input file.
Applying this balance optimization decreases execution time
from 55s to 49s, resulting in a speedup of 1.12x. Overall,
by following the actionable optimization guidance provided
by STAD, we achieve a total speedup of 1.57x in program
execution.

The result of this case study demonstrates that STAD can ef-
fectively detect both exogenous and endogenous inefficiencies,
providing a more intuitive and detailed analysis by analyzing
one execution trace without multiple executions.

E. Ablation Study

To better understand the effectiveness of the major com-
ponents such as enslosing subgraph, dynamic topology, and
performance counter, we provide an ablation study of STAD.
For better visualization, we present the results of the ablation
study using the anomaly heatmap view generated by STAD
without employing the anomaly score threshold and highlight
the exogenous inefficiencies we inject with red blocks shown
in Fig. 13. Specifically, we use the LU benchmark from the
NPB suite to conduct the ablation study. Fig. 13(a) demonstrates
an external detection scenario that excludes both the enclosing
subgraph and the dynamic topology. The anomaly heatmap
appears predominantly white, making it difficult to identify
anomalous regions. Fig. 13(b) shows the effectiveness of en-
closing subgraph techniques. Compared to Fig. 13(a), applying
enclosing subgraph improves contrast while it is still challenging
to identify the program trace pattern changes. In Fig. 13(c),
incorporating performance counters into the model training
enhances the clarity and prominence of pattern changes. Finally,
Fig. 13(d) demonstrates that using all three methods together
provides a distinctly visible representation of program pattern
changes, facilitating more intuitive detection of performance
anomalies.
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Fig. 13.  The ablation study of STAD.
TABLE III
THE OVERHEAD OF STAD
Program Scale Storage Training Inference Analysis
s (GB) Time(min) Time(s) Time(s)
LU 16 0.8 83 20 5
CG 1024 40 322 73 25
BT 1024 28 180 85 31
LAMMPS 1024 27 354 125 19
LULESH 8 0.1 15 10 5
LAMMPS 128 4.6 40 23 9
F. Overhead

The overhead of STAD comes from five major components:
tracing, storage, ST-DGNN training, inference, and analysis
overheads. Among these, tracing overhead increases with pro-
gram scale and is dependent on the program, which is same
with other state-of-the-art performance analysis tools [12], [46],
[47], [48], [49], [50], [51]. STAD library incurs an average
performance overhead of 1.22 x across all benchmark programs
evaluated in our experiments at a scale of 1,024 processes.
Storage overhead pertains to the amount of storage required
for the performance trace collected by the STAD library. The
analysis overhead refers to the cost associated with generating
the anomaly heatmap view and the aggregated anomaly call tree
within STAD. Detailed overheads for all evaluated programs
are presented in Table III. Generally, the predominant overhead
of STAD arises from the training of the ST-DGNN, with the
total overhead increasing with the scale of the program, the
duration of execution, and the volume of performance traces.
During the anomaly detection phase, STAD incurs minimal over-
head, typically completing within one minute. Furthermore, the
training and analysis overhead can be further reduced through
parallelization.

We further analyze the algorithmic complexity of ST-DGNN
to provide an intuitive understanding of its computational over-
head. The time complexity of ST-DGNN is formulated in (4),
where L represents the number of layers, | E'| denotes the number
of edges, d corresponds to the dimension of node feature vectors,
T indicates the number of time steps, and N represents the total
number of nodes.

Osr-pann = O(T(L|E|d+ LNd?)) “
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V. DISCUSSION

Advantages of STAD: STAD addresses the narrow detection
scope by employing an anomaly detection approach instead of
heuristic analysis, which relies heavily on expert effort and
empirical experience. To mitigate the dependence on expert
knowledge, STAD introduces ST-DGNN and utilizes a machine
learning-based approach to identify performance anomalies,
attributing them to actionable exogenous and endogenous ineffi-
ciencies, such as straggler nodes and inefficient code lines. Fur-
thermore, to address the limitation of lacking labeled datasets,
STAD leverages an unsupervised learning method (VAE) to
detect anomalies within a specific program execution rather than
across all program types.

Limitations of STAD: STAD still has limitation in performance
analysis. In practical deployment scenarios, for any perfor-
mance analysis tools, the time required for detailed performance
analysis scales linearly with the trace volume. For STAD, the
overhead is inherently constrained by scale, but it can be fur-
ther mitigated through parallelism in preprocessing and model
training. Moreover, reducing the trace volume for large scale
execution (e.g., trace compression) is also effective for ensuring
practical performance analysis. In future work, we will explore
techniques to enhance the efficiency of STAD to further broaden
its applicability.

STAD Model: For different spatial-temporal neural networks,
considering the training overhead, super parameters configura-
tion, training resource need, and difference on preprocessing,
we cannot offer a fair comparison with them. But we will also
explore more popular and advanced machine learning models to
improve the accuracy and efficiency of STAD in the future work.

VI. RELEATED WORK

To identify the performance inefficiencies of parallel pro-
grams, researchers employ profiling and tracing tools [46], [47],
[48], [50], [51], [52], [53], [54], [55] and apply corresponding
performance analysis approaches [17], [20], [56], [57], [58],
[59].

Endogenous Inefficiency Analysis - To detect endogenous in-
efficiencies buried deeply in software, researchers have proposed
various heuristic-based methods. Scalana [12] has proposed a
Program Structure Graph (PSG) to detect the root cause of
scaling loss in parallel applications. Several value profilers [13],
[15], [16] also have been proposed to detect memory inefficien-
cies via fine-grained value profiling. Perflow [17] designed a
domain-specific programming framework to mitigate the burden
of performance analysis implementation. STAT [11] detects the
program hanging problem with automated stack trace analysis.
There are also some machine learning-based approaches to de-
tect endogenous inefficiencies. GRAPHSPY [10] has proposed
a learning-aided approach to identify memory access inefficien-
cies. Puffin [14] presents a learning-based approach to identify-
ing dead stores, silent loads, and silent stores. However, these
works are limited to a specific type of endogenous inefficiency.
To the best of our knowledge, STAD is the first to integrate
an unsupervised learning approach into MPI trace analysis,
offering a unified framework for detecting both endogenous and
exogenous inefficiencies.
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Exogenous Inefficiency Analysis - Exogenous inefficiency
analysis is proposed to detect the performance inefficiencies
that are caused by the system itself, such as operating system
noise [23], CPU-related problems [2], and hardware-related
issues [7], etc. Moreover, researchers have identified several ad-
ditional sources of variability, including node-level performance
failures [60], network congestion [5], hardware manufacturing
process variations [3], [4], asynchronous checkpointing [25],
[26], in-situ systems [61], [62], and system power caps [63].
Sinha et al. [7] clarify that the manufacturing variability of
the hardware can cause up to 22% performance variance in
HPC systems. Prodigy [6] detects performance anomalies at the
node level by exploring the monitoring data. Vapro [20] and
Vsensor [5] proposed a fixed workload detection identification
to detect the performance variance caused by the exogenous in-
efficiencies. STAD leverages SCPG and ST-DGNN to capture the
evolving temporal patterns in trace data, effectively expanding
the detection scope beyond the limitations of existing tools.

Compared with these works, STAD focuses on detecting en-
dogenous and exogenous inefficiencies in a unified way without
much expert knowledge and helps users identify if there is a
performance issue and diagnose the possible root causes of
endogenous inefficiencies. STAD introduces the novel SCPG to
characterize spatial performance while incorporating dynamic
graph topology into DGNN for capturing evolving temporal
patterns. By leveraging the ST-DGNN model, STAD enables the
simultaneous identification of both endogenous and exogenous
inefficiencies through an aggregation-based root cause diagnosis
approach.

VII. CONCLUSION

In this paper, we propose STAD, a tool for spatial and tem-
poral anomaly detection in parallel programs. STAD intercepts
MPI function calls to collect performance traces and constructs
spatial communication pattern graphs to capture the spatial rela-
tionships between processes. It then utilizes a spatial-temporal
dynamic graph neural network model to analyze both spatial and
temporal evolution along the timeline and detect performance
anomalies. Additionally, STAD provides both anomaly heatmap
and aggregated anomaly call tree views for root cause diagnosis.
Our evaluation results show that STAD effectively identifies
multiple performance anomalies caused by both exogenous and
endogenous inefficiencies simultaneously with intuitive visual-
ization reports and accurate root cause diagnosis.
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